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The Detection of Malware Based on the Decision
Tree Model

Wang Wei', Xiao Xin-guang®, Hu Yong-tao®

(1. Antiy Labs, Harbin, 150001)
(2. The Third Research Institute Of The Ministry Of Public Security, 200031)

Abstract:  In the Anti-Virus enterprises, who sorting unknown sample files and determined that the virus often need to rely on a lot
of artificial determination, but there is a very large number of samples were captured every day, this will lead to some high-risk level of
the handling of samples are often not being processed first. This article has established one kind based on the Decision Tree's malicious
code determination method, build the Decision Tree model based on a large number of known sample files, and has get the more then
91.2% correctness, and now applied to unknown sample pre-sorting process in Antiy Labs.
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Select Sum(IsTrojan) / Count(IsTrojan) As ExportRatio

From t_SampleFiles

Where IsTrojan=1 And
DataDirectory_0_VirtualAddress <> 0 And
DataDirectory_0_Size <> 0
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Select Sum(IsTrojan) / Count(IsTrojan) As ImportRatio
From t_SampleFiles
Where IsTrojan=1 And
DataDirectory_0_VirtualAddress <> 0 And
DataDirectory_0_Size <>0 And
DataDirectory_1_VirtualAddress <> 0 And
DataDirectory_1 Size <>0
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